IRT Research IT Acquisition Review at Rowan University
Information Resources and Technology
Research IT Acquisition Review Process


The Research IT Acquisition Review Process facilitates coordination between The Office of Sponsored Programs and IRT to ensure research IT compliance with Rowan's information technology (IT) standards and security (ISO) requirements and regulations. IT purchasing can be an intricate process involving obscure terminology and possible legal or financial obligations for the University. Accordingly, prospective purchasers will obtain consultation and approval from Information Resources and Technology personnel who are familiar with these details, and who routinely implement and manage these IT Resources. The IT Acquisition Process Review Process (Item III below) starts at the Pre-Award stage and continues into Post-Award.

I. Research/Grant Requirements
II. IRT Requirements
III. Proposal Review
IV. Proposal Review Update

I. Research/Grant Responsibilities

1. Research Liaison with IRT
a. Researcher1 identifies items that require IRT approval.
b. IRT provides access to the standard hardware/software lists to be incorporated in the Research IT Acquisition Review.

2. Research IT Acquisition Review
Researcher1 is responsible for submitting a Research IT Acquisition Review identifying data security risks as well as software, hardware, and technology requirements that require IRT support.
a. Refer to ISO Review Form
b. Refer to Research IT Acquisition Review Form

3. Software Costs 
Researcher1 is responsible for all software procurement costs. IT Acquisition approval is required for IRT support.

4. Hardware Costs 
Researcher1 is responsible for adhering to IRT computing purchasing policies. IT Acquisition approval is required for IRT support.

Computer Standards: Refer to Research IRT Computer Replacement Policy: Supported Research Computers and IRT Supported Computers addendum to the IRT Computer Replacement Policy.

5. IRT Support for Non-Compliant Computer Technologies
Researcher1 is responsible for all costs associated with IRT support and services for non-compliant technologies.

Refer to IRT Service and Support Costs for IRT support of non-compliant computing technologies.

6. Server Services and Support Costs
Researcher1 is required to comply with the IRT Acceptable Use Policy. All servers connected to the Rowan Network must be managed by or in coordination with Network and System Services and comply with all applicable Network and System Services operational requirements - including access controls, management protocols, network restrictions, patching and security requirements.

Refer to IRT/NSS Departmental Server Hosting for current costs and Service Costing Worksheet.

II. Research Documentation 

1. Standards and Costs Documentation
IRT is responsible for posting technology and security standards and cost documentation on the Rowan IT Acquisition Website.  
a. IRT Research IT Acquisition Review form 
a. IRT is responsible for providing the Research IT Acquisition Review for Research to document key IRT technology and support requirements (refer to Review Scope).
b. ISO “quick reference” document
c. IRT supported computer document
d. IRT services document
e. IRT/NSS departmental server hosting document

III. Research IT Acquisition Review Process

1. Pre-Award Process
Researcher is responsible for review of IT and ISO policies and documents for
a. ISO compliance
b. IT standards
c. Acceptable Use Policy
d. Asset Policy

2. All requests for specialized equipment, software, or IRT support services must be documented in Cayuse SP to ensure IRT support in the post-award stage. 

3. Post-Award Process
Researcher1 submits a Research IT Acquisition Review for Research Proposal review.
a. Research IT Acquisition Review 
b. Research IT Acquisition Review Form
i. Hardware, software, IRT requirements
c. ISO Review Form
d. Researcher1 submits Research IT Acquisition Review to IT Acquisition Coordinator.
e. ITAP Coordinator to assign personnel to review within those 10 days, providing expedient feedback based on the Review Scope.


4. Review Process
f. IRT reviews the Research IT Acquisition Review for key support concerns: 
a. Identification of Research IT Acquisition Review requirements as an “IRT Project”
a. Project intake process
b. Security. ISO reviews “quick ISO document for all proposals to highlight security red flags
c. Integration/programming
d. Data sharing needs/bandwidth concerns
e. End-user hardware, Server hardware, and software needs 
f. IRT Resources required or additional resources needed
1)  Resources needed for the project to implement any technology, support it (e.g.:  break/fix), and maintain it (patching, upgrades, optimization, enhancements)
2) Costs to IRT
g. Research IT Acquisition Review items are approved, approved with conditions, or not approved by IRT Proposal Review team.

5. Approval Process
IRT review of the Research IT Acquisition Review results in either
a. Proposal approval
b. Proposal approval with conditions
c. Proposal decline
d. Proposal decline with recommendations
e. 10 business days SLA for Proposal Review by ITAP.

If the Research IT Acquisition Review is approved without conditions, the proposal is returned to Research for procurement for requests.

If the Research IT Acquisition Review is approved with conditions, the proposal is vetted by the IT Acquisition committee and returned to Research for procurement for requests with IRT recommended alternatives for requests and/or associated IRT costs and resources.

If the Research IT Acquisition Review is declined, the proposal is returned to Research as IRT non-supported.
a. Research can resubmit Research IT Acquisition Review for Update Review

IV. IT Acquisition Review Updates and Changes

1. Research IT Acquisition Review updates or changes require review by IRT for revisions from the last version.
2. Update review SLA 3 days 

V. Research Proposal Documentation

Research IT Acquisition Documentation will be accessible on a dedicated Rowan Website.  
1. Research Proposal (ITAP) Review
a. ISO Quick Reference Document
b. Hardware and software requirements and costs (ITAP Review Form)
i. IRT support requirements
2. IRT supported computer document
3. IRT service and support cost document
4. IRT/NSS departmental server hosting document







VI. Research IT Acquisition Review Workflow
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Researcher1:  Researcher or Departmental Project Manager at Medical School
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